Pocket Tools

“SecurityAudit HealthCheck for Dh2

Download your licensed Freeware z/OS

These days, security and security audits have become standard in all
enterprises. The days of "let RACF / Db2 take care of it" are long
gone! As Db2 has grown and the exposed surfaces of it have gotten
bigger and wider, a need to run automated audit checks has arisen.
Primarily for two reasons:

1. External auditors require you to prove "due diligence". Are
you trying to do whatever is possible to help the firm reach
its highest auditable levels of service?

Licensed Freeware for 30 days 2. Internal auditors require proof of who does what when and
Comes as a lightweight batch job who else can do this?

Checks in the 6 mentioned classes 14 nelp out in both respects this product has been developed. It
(see text on the right) works in six different areas of audit, operations and resiliency:

19 security-relevant ZPARMs

1. ZPARM security-relevant settings and bad default settings as
Ten defaults that should well as DDF checks.

not be left at their default value 2. Communication Database.
: 3. Db2 Catalog GRANTS.
Six problem reports of CDB 4. Db2 GRANTSs and WITH GRANT option.
All uses of GRANT TO PUBLIC 5. Trusted Contexts, Row Permissions, Column Masks, Audit
Six listings of areas like Trusted Policies and Roles.
Contexts, Row Permissions, 6. Privileged User IDs.
Column Masks, Audit Policy
Usage, All Roles Please note that when "Db2 Catalog" is mentioned the Db2 Directory,
Ten privileged IDs XML, Al and TMS databases are also included.

For DETAILs see the manual Running the SecurityAudit HealthCheck consists of executing a single

batch job:
SAC2RUN generates a report of all vulnerabilities and auditable

objects for an entire Db2 subsystem or data sharing group.

Running these vulnerability checks
and Audit use cases on a regular
basis will prove Due Diligence.

(Full pocket tool license required.)

% SEGUS Inc ) SOFTWARE ENGINEERING GMBH

14151 Park Meadow Dr. (703) 391-9650 Vagedesstrasse 19 +49-211-961-49-0
Chantilly, VA 20151 WWW.segus.com D-40479 Dusseldorf www.seg.de

USA info@segus.com Germany info@seg.de

© 2024 SOFTWARE ENGINEERING and SEGUS inc. All named references herein are trademarks of their respective companies


mailto:info@seg.de
https://www.seg.de/en/products/productlist/securityaudit-healthcheck/request-freeware/

		2024-10-25T07:59:38+0200
	Software Engineering GmbH




